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Elder Abuse Prevention 

 
 

Test Your “Fraud IQ” 

1. True or False?  The top ways identity thieves get your information is through purse 
snatching, mail theft, “dumpster-diving”, and email/phone “phishing”. 
 

2. True or False?  You should always carry your Social Security card with you. 
 

3. True or False?  You have the right to receive a free credit report once a year. 
 

4. True or False?  Investing in credit card protection is a smart move. 
 

5. True or False?  Once you have subscribed to the National Do Not Call Registry, you 
don’t have to worry about telemarketers anymore. 
 

6. True or False?  Older adults are deliberately targeted for telemarketing fraud. 
 

7. True or False?  Charities are required by law to spend a certain percentage of their 
income on the charities’ programs and services. 
 

8. True or False?  Telephone solicitations on behalf of police or firefighters must give some 
of the money raised to a city police or fire department. 
 

9. True or False?  Foreign lotteries are illegal in the United States. 
 

10. True or False?  The only proven way to protect yourself from telemarketing fraud is to 
hang up. 
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11. True or False?  Buying magazines or other products improves your chances of winning 
sweepstakes and contest. 
 

12. True or False?  As long as you don’t buy any magazines or send any money, playing 
sweepstakes is harmless entertainment. 
 

13. True or False?  Work at-home ads, like stuffing envelopes, offer a legitimate way to 
make money. 
 

14. True or False?  There are legitimate companies who offer loans for an advance fee. 
 

15. True or False?  Some red flags when hiring a contractor; The contractor solicits door-to-
door; the contractor requires substantial payment in advance before starting any work; no 
offer if a contract; no permit; not bonded. 
 

16. True or False?  If you are happy with your roofing job, it’s alright to go ahead and make a 
final payment. 
 

17. True or False?  If a uniformed utility employee appears at your door to conduct an 
inspection, shows you a badge and ID, it’s safe to let them in. 
 

18. True or False?  Once signed, legal documents like “Quit Claim Deeds” can be very 
difficult or impossible to reverse. 
 

19. True or False?  Most investment fraud is committed by long term, trusted investors. 
 

20. True or False?  If you have a trusted family member, a financial advisor, or someone with 
your “Power of Attorney” who is paying your bills and managing your money, it is 
critical for you or others review your financial statements. 
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Fraud IQ Quiz Answers 

1. TRUE.  Identity thieves steal purses, wallets, checkbooks, credit cards, and other forms of 
your personal information.  They look for account numbers, “convenience checks”, pre-
approved credit card applications, and bank statements in your mail box or while 
rummaging through your trash.  They will contact you through “phishing” emails or 
phone calls asking you to verify account information by impersonating your bank or 
credit card company. 
 

2. FALSE.  It is a good idea to have nothing in your purse or wallet which contains your 
Social Security number.  An identity thief can apply for and receive credit and/or 
government benefits with your Social Security number. 
 

3. TRUE.  You have the right to receive a free copy of your credit report each year.  Your 
credit report can have dramatic impact on your financial stability.  Aside from paying 
your bills on time, the single most important thing you can do to ensure you have a good 
credit rating is to be aware of the contents of your credit report. 

To receive a FREE copy of your credit report each year to help you ensure there is 
no inaccurate information or unusual activity, contact the following:   
 
Website: www.annualcreditreport.com 
  It is safe to give your social security number 
Telephone: 877-322-8228 
 
Mail:  Annual Credit Report Request Service 
  P.O. Box 105281 
  Atlanta, GA.  30348-5281 

You can download a copy of the request form 
www.annualcreditreport.com  

    
   Do Not Use:  freecreditreport.com 
 

4. FALSE.  Telemarketers may trick you into thinking you need credit card protection for an 
annual fee.  However, you are protected by the Fair Credit Billing Act which says as long 
as you report and verify fraudulent charges within 60-days of the date of your credit card 
statement, the most you will be held responsible for is $50.00  Review your credit card 
statements promptly.  (Weekly Online is Best) 
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5. FALSE.  Consumers who have subscribed to the National Do Not Call Registry have 
reported a decrease in solicitation calls.  However, charitable organizations, political 
organizations, politicians, and companies you have done business with can still call you.  
The Do Not Call Registry will not stop crooks from calling you either.  To protect 
yourself, simply do not talk to strangers. 
 

6. TRUE.  Unscrupulous telemarketers know many older adults can be manipulated due to 
many characteristics shared by most victims.  They may be lonely, independent to a fault, 
do not seek advice from others, and keep the phone calls “our secret”.  They may be 
overly trusting and willing to believe the telemarketer is telling the truth.  They believe 
they need more money or would like to have a higher retirement income.  They may have 
some memory loss or dementia.  They may be timid and afraid of the consequences if 
they don’t do what the telemarketers tell them to.  The phone is a telemarketer’s weapon, 
don’t be a target, HANG UP. 
 

7. FALSE.  It is your responsibility to determine how your donations are used.  Ask charities 
for a copy of their annual report to verify how much money they spend on the charities’ 
services and programs.  Contact the Better Business Bureau’s Wise Giving Alliance at 
www.give.org or contact your local (BBB) to see for yourself. 
 

8. FALSE.  Most of the money raised on behalf of police organizations, firefighter 
organizations, fraternal  organizations goes to the telemarketers and the professional 
fundraisers for whom they work.  Very little, if any of the money goes to community 
police or fire departments. 
 

9. TRUE.  Federal law prohibits mailing payments to purchase any ticket, share or chance in 
any foreign lottery.  It is also illegal to mail a solicitation for a foreign lottery.  The 
Federal Trade Commission estimates $150-Million is sent by U.S. citizen annually to 
foreign countries in the hopes of obtaining instant wealth.  Crook will convince victims to 
send payments for “taxes” on phony lotteries/sweepstakes. 
 

10. TRUE.  If the caller is not a friend, relative, or verifiable business, why should you talk to 
this person?  Remember what your mother told you, “Don’t talk to strangers”. 
 

11. FASLE.  Federal law prohibits sweepstakes promoters from representing entries 
accompanied by an order or purchase differently than those entries without an order. 
 

12. FALSE.  When you play sweepstakes, your name is frequently put on marketing lists 
which are often bought and sold by other direct marketers.  Eventually your name can 
end up on fraudulent marketing lists, also known as “sucker” or “mooch” lists. 
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13. FALSE.  Work-at-Home promotions in ads, fliers, or street signs which offer high income 
for little or no work are generally deceptive.  After paying an “up-front” fee to get 
information, you will find instead of learning how to set-up a legitimate business, you 
will be pulling the same scheme on others by putting up street signs, passing out fliers or 
taking out aids to recruit new victims.   
 

14. FALSE.  ALL advance-fee loans are illegal and fraudulent.  If you pay to receive a loan, 
you will not get it and lose your advance fee.   
 

15. TRUE.  Con Artist sometimes known as “Travelers” prey on older adults in both cities 
and rural communities with door-to-door roofing, paving, painting, and tree trimming 
scams.  Although they quote bargain prices up front, the amount often doubles or triples 
after the work (often shoddy) is done.  Sometimes these crooks will steal your valuables 
while working on your home while you are not looking.  Be cautious of contractors who 
demand 50-100% in advance. 
 

16. FALSE.  You may be happy, but the building inspector may not be.  Getting a contractor 
to return to bring a job up to code may be difficult.  Never make a final payment until the 
job has passed a building inspection. 
 
 

17. FALSE.  City and utility workers do not go door-to-door.  Crooks do.  Once in your 
home, they will distract you while an accomplice sneaks in to steal purses, jewelry, and 
other valuables.  Never let a stranger in your home until you have verified they are there 
for a legitimate reason.  Call the city or the utility company to verify they sent an 
employee before letting the employee in your home. 
 

18. TRUE.  Never sign a document you have not read and understand no matter how well you 
trust or know the person asking you to sign.  Seek opinions from an attorney, banker, 
financial adviser, or other expert if you do not understand the document you are being 
asked to sign. 
 

19. TRUE.  The majority of investment fraud is committed by financial advisors who have 
had long-term, trusting relationships with their victims.  The perpetrators use trust and 
sometimes faith as their weapons.  No matter how long you’ve known or trusted 
someone, never make an investment decision without seeking advice from an attorney, 
accountant, and/or your state’s securities administrator. 
 
 
 



6 
 

20. TRUE.  In most cases of theft by a family member, trusted advisor, or “Power of 
Attorney”, victims have given up total control to others and did not review their financial 
statements.  Perpetrators take advantage of the victim’s trust.  In addition of your own 
review of accounts, surround yourself with several advisors who can provide a system of 
checks and balances so no one person has total control over your finances. 
 

 

Identity Theft Warning Signs: 

 Your Purse or wallet was stolen. 
 Your bank account is overdrawn or there is unusual activity on your account. 
 Your credit card is over its limit or there is unusual activity on your account. 
 Your monthly bank/credit statements do not arrive. 
 Bills you have paid still show due. 
 You are denied credit or a loan you have applied for. 

Preventive Steps: 

o Reduce the items you carry in public such as extra credit cards, Social Security card, and 
checkbooks.  Consider carrying a photocopy of your Medicare card with all but the last 
four digits blacked out. 

o Shred into small pieces, not strips, all mail and documents which contain bank/credit 
information, Social Security number, your name, and address. 

o Do not leave mail with bills to be paid attached to your mail box.  Make sure they are 
deposited in a U.S. Mail bin, the Post Office is the best. 

o Ask for new/replacement checkbooks to be mailed to your bank for pickup rather than 
delivered to your residence. 

 

Telemarketing Fraud Warning Signs:   

 You must pay money up front for taxes or fees to participate. 
 You must pay with a “Green Dot” card. 
 You must make an immediate decision, before the calls ends, or the offer will be 

rescinded. 
 You are called more frequently by a multiplying variety of telemarketing solicitors. 
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Preventive Steps: 

o It is not rude to interrupt a caller or hang up on them. 
o Use an answering machine to screen your calls. 
o Use Caller-ID to identify who is calling you before you answer. 
o Never, under any circumstance, give any portion of your credit card number, bank 

account number, or Social Security number to a caller. 
o Sign up for the National Do Not Call Registry for both your home and cell phones. 

The National Do Not Call Registry  888-382-1222 or www.donotcall.gov  

 

 

Home Improvement Fraud Warning Signs: 

 A contractor solicits you at your door insisting you have a problem which must be 
repaired right away. 

 A contractor offers an extreme bargain price or claims to have materials left over from 
another job. 

 A contractor requires a substantial payment in advance or charges significantly more after 
the work had been completed. 

 An inspector appears at your door claiming to work for the city or utility company and 
must come into your home to inspect your water heater, water pressure, furnace, air 
conditioner, etc. 

Preventive Steps: 

o BEWARE of door-to-door contractors who use high-pressure or scare tactics to get an 
immediate decision.  

o Do not do business with someone who comes to your door offering an extreme bargain or 
claims to have materials left over. 

o Always get at least three-written estimates for work to be done on your home.  Do not 
always choose the lowest estimate.  Remember, sometimes “you get what you pay for”. 

o Require the contractor to use a written contract which lists the materials, costs, and the 
completion date. 

o Reminder, building inspectors do not go door-to-door conducting random checks. 
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Mortgage Fraud Warning Signs: 

 You’ve fallen behind in your mortgage payments or you are already in foreclosure. 
 You’re getting phone calls and visits from companies offering to help you pay off your 

debit. 
 You’re receiving numerous fliers in the mail or on your door offering low interest cash 

loans. 

Preventive Steps: 

o Beware of companies who contact you in person or by fliers offering a foreclosure relief 
service. 

o Don’t sign any documents without reading and understanding what you are signing.  If 
you are uneasy or feeling pressured, get advice from an attorney or other knowledgeable 
advisor. 

o Don’t deed your property to anyone.  First consult an attorney, a knowledgeable family 
member, or someone else you trust completely.  Once you sign legal papers, it can be 
difficult, or even impossible in some cases, to reverse the action. 

 

Investment Fraud Warning Signs:  

 High pressure sales tactics with an insistence on an immediate decision. 
 Unwillingness to let you discuss the deal with a trusted advisor or to get a second 

opinion. 
 Unwillingness to provide written information, including state securities registrations and 

verifiable references. 
 A guaranteed investment with high returns and “no-risk”. 
 A suggestion you invest on a basis of “trust” or “faith”. 

Preventive Steps: 

o Surround yourself with several trusted advisors. 
o Don’t become solely dependent on one financial advisor or consultant. 
o Thoroughly check on any investment offer. 
o Don’t rush into making a hasty decision. 
o Contact the California Department of Business Oversight to ensure a security is 

registered which is required by law.  1-866-275-2677 
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Caregiver Fraud Warning Signs: 

 Unusual bank and/or credit card activity on your account(s) and/or multiple package 
deliveries from Amazon; eBay; Department Store; etc for which you did not order. 

 Caregiver tries to isolate the victim to become solely dependent on the caregiver. 
 Caregiver has total control over finances and has financial statements mailed directly to 

the caregiver. 
 New acquaintances of the caregiver appear or move in with the victim. 
 The victim is completely charmed or fearful of the caregiver. 
 A caregiver, a financial Power of Attorney, a relative, a neighbor, or anyone else suggests 

you change your assets, your investment, or insurance. 

Preventive Steps: 

o Always get two or three other opinions from trusted relatives or other trusted advisors 
before you make changes to your assets, your investments, or insurance. 

o No matter how much you trust, love, or know someone, never sign documents without 
reading and understanding them first. 

o Even if you have a representative-payee, a Power of Attorney, or other advisor managing 
your finances, insists on receiving and reviewing copies of all your bank and financial 
statements to review on your own. 

 

 

 

How to Remove Your Information from Marketing Lists: 

 Do not play direct mail sweepstakes or talk to telemarketers. 
 Sign-up for the National Do Not Call Registry for both your home and cell phone at 1-

888-382-1222 or www.donotcall.gov   
 Ask companies with whom you do business with to put you on their “Do Not Call Lists.” 
 “OPT OUT” of credit reporting agencies’ credit card solicitation marketing list to stop 

pre-approved notices from being mailed to you.  1-888-567-8688 or 
www.optoutprescreen.com 

 “OPT OUT” of financial institution and insurance companies’ marketing programs 
through which your name may be shared. 

 Call your credit card’s customer service number(s) to “OPT OUT” or marketing 
programs, including “convince checks”. 

 Reduce mail/email through the Direct Marketing Association: www.dmachoice.org 
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Helpful Information: 

To report theft or unauthorized use of your credit or Social Security number, after making 
a police report: 

Equifax: 800-525-6285.  www.equifax.com 

Experian 800-397-3742  www.experian.com 

Trans Union 800-680-7289  www.transunion.com 

 

If you or someone you know has been the victim of Elder Abuse please call the San Diego Police 
Department:  619-531-2000. 

If you suspect you or someone you know has been the victim of Elder Abuse please call Aging 
and Independent Services for the County of San Diego:  1-800-510-2020. 


